S¢ Thoéng tin va Truyén théng Tay Ninh

HUONG DAN PHAT HIEN THU GIA MAO

1. Phwong thirc tao thw gia mao cia tin tac

Thoéng thuong khi soan va gui thu dién tir, nguoi gui thu chi bién soan noi dung,
tidu dé thu (title), dia chi noi nhan, lra chon cac tép tin dinh kém, cac théng tin con lai
khac s& do may chua guri thu ty dong cap nhat nhu: dia chi hom thu nhan phan hoi khi
thu bi tra lai (Return-Path); dia chi hom thu tiép nhan thu tra lai (Reply-To) va dia chi
hom thu nguoi gui (from).

Pé danh Ira nguoi nhan tin, bude dau tin tac s& tim cach tu bién soan thu dién tir
véi cac thong tin gia mao vé: dia chi hom thu nhan phan héi khi thu bj tra lai (Return-
Path); dia chi hom thu tiép nhan thu tra 16i (Reply-To) va dia chi hom thu ngudi giri
(from). Sau d6 tin tac s& tim mot may chu thu dién tr hodc tu cai dat mot phan mém
gui thu (MTA) khong yéu cau xac thuc hom thu nguoi gui dé phat tan thu dién tir gia
mao ti ngudi can hra dao.

2. Tim hiéu ngudn géc that phat tan caa thw dién tir

Trong néi dung thu dién tir gai dén ngudi nhan bao gom céc day du thong tin vé:
dia chi IP cia may gui thu; dia chi hom thu nhan; dia chi hom thu nhan phan hdi khi
thu bi tra lai (Return-Path); dia chi hom thu tiép nhan thu tra 1i (Reply-To) va dia chi
hom thu nguoi gui (from): noi dung thu; Tiéu dé thu; Céc tép tin dinh kém. Nhung
trong ché do hién thi thong thuong (mic dinh) dé don gian héa giao dién, hau hét cac
chuong trinh duyét thu dién tir chi hién cac thong tin: dia chi hom thu tiép nhan thu
tra 10i (Reply); Pia chi hom thu nguoi nhan; ndi dung thu; tiéu dé thu; cac tép tin dinh
kém va céc thoi gian lién quan. Céac thong tin chi tiét vé nguon goc cua thu nhu: dia
chi IP caa may giri thu; dia chi hom thu nhan phan hoi khi thu bi tra lai (Return-Path);
dia chi hom thu tiép nhan thu tra loi (Reply-To) va dia chi hom thu nguoi gui (from)
duoc luu trong phan dau (header) cua thu s& chi hién thi chi tiét khi nguoi nhan thu sir
dung céc chuc ning cho xem ngudn géc (original) cua thu hoic xem noi dung phan
dau (header) cua thu (Cha y: dbi voi mdi trinh duyét va hé quan tri thu dién tir khac
nhau s& c6 nhitng cach khac nhau dé xem nguon géc caa thu dién tir, tuy nhién tat ca
c4c phan mém trén déu hd tro chuc nang show original). Cach xem ngudn géc thu
dién tir cia mot sb hé théng thu dién tir pho bién sé dugc trinh bay trong Phu luc A

3. Phét hién thw gia mao
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Qua phan tich cac thu dién tor gia mao di guri dén cac co quan nha nuéc trong
thoi gian vira qua, c6 hai dau hiéu chinh dé c6 thé phat hién ra céc thu gia mao theo
phuong thirc nay la:

1. Khi m& xem ngudn gdc chi tiét cua thu dién tir, dia chi hom thu “Return-Path”
khong trung voi dia chi hom thu nguoi gai dén (From). Hau hét cac thu dién tir dwoc
guri tir cac hé thdng thu dién tir cua co quan nha nuéc (c6 dudi .gov.vn) déu co hai dia
chi nay trung nhau.

2. bia chi IP caa may chu gui thu khéng tring véi dia chi IP caa hé théng thu
dién tir that noi bi gia mao la gui thu dién tu. Hién nay, cac dia chi IP gia mao nay
thuong c6 ngudn géc tir nue ngodi trong khi dia chi IP cac hé théng co quan nha
nudc thuong cé dia chi IP trong nuéc.

Vidu minh hoa:

Dudi day la vi du minh hoa mot thu dién tir gia mao 6ng Vi Xuan Hoang co6 dia
chi thu dién tir 1a hoangvx@abc.gov.vn duoc tin tic gui téi hom thu cia chi Nguyén
Thanh Huyén c6 dia chi huyennt@xyz.gov.vn. Tin tic tao ra thu gia mao dng Vit Xuan
Hoang ¢ tiéu dé 1a “Thong bao l6p dao tao” voi cac dia chi hom thu gui, va hom thu
nhan la hoangvx@abc.gov.vn, hom thu tra lai Ia root@nbr.com. Sau d6 tin tic su
dung may giri thu c6 dia chi IP XXX.XXX.XXX.xxx dé giri thu gia mao da soan tgi hom
thu ctia chi Nguyén Thanh Huyén c6 dia chi huyennt@xyz.gov.vn.

L—  Diachi hom thw tra lai - Return —
Return-Path: root@nbr.dBm

By Rez.orviin (Paatiie] With Pia chi IP caa may cha giri thw

YZ.gov.vn>;

Recelved from nbr com (unknown [\\\ xxx.x£X. \\\])
by xyz.gowv.vn with ESMTP id C4493288FE
<huyennt@xyzgovvn> Sat, 18 May 2013 15:23:43 +0700 (ICT)

Pia chi h(‘)m thw nhan can lira dao

138 May

ate! oat, 1 .
. - Je~-1d: 1 =18 //

;1‘07:> huyennt@xyz gov vn - -
ubje 'héng bao 16p d __— Dia chi hom thw gwi (bi gia

From Vu XUan Hoang <hoangvx@abc gov11/

Reply-To: hoangvx@abc.govvn,

—— BDia chi hom thw nhan tra loi (bi gia mao)

4. Bao cao khi nhan dwec thw gia mao

Khi phét hién duoc thu gia mao, d& nghi gui thu gia mao theo hinh thic dudi
dang tép tin dinh kém (attachment hoac forward as attachment) toi dia chi
duythanh@tayninh.gov.vn . Cach gui thu gia mao dudi dang tap tin dinh kém s& duoc
trinh bay trong Phu luc B.
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Pé giri thong tin vé cho ching toi xin vui 16ng 1am theo mau sau sau:

bia chi: duythanh@tayninh.gov.vn
Tiéu dé: B4o cao thu gia mao

NGi dung:

Bao cao thu gia mao.

Tén ngudi gui: Nguyén Vin A
bia chi Email lién lac:nva@zyx.gov.vn
S6 dién thoai lién hé: 09XXXXXXX

Théng tin chi tiét vé van dé: Téi nhdn duwoc email nghi van gid mgo tir dia chi
XXX véi ngi dung lira dao dé toi guri thong tin vé 1anh dao co quan....

Tdp tin dinh kém cheza ngi dung nguyén ban ( chira day du phdan dau cua thw
dién tr): msg001.mail

Tai lidu hwdng dan phét hién thu gia mao
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Phu luc A : Huéng dan hién thi tiéu dé caa thw dién tir

1. Phan mém Microsoft Outlook 2010 va cac phién ban méi hon:

Kich dap vao tin nhan dé ma ra ctra s6 méi. Tir thanh cong cu -> tab Message ->
kich vao 6 nho c6 hinh mii tén trong khung Tags hoac Options

Message [ a
i Repl a3 3 - (Y Mark Unread ST -1 (5
g Reply L~ Completed Tasks =7 Mark Unrea a&) &
.:_-ﬁ Reply All .:_-.?; To Manager - _J 'E % Categorize = - _%‘
&v Delete =~ - . — Move Translate Zoom
(=) Forward Ijj Team E-mail - - * | ¥ Follow Up ~ - kg ™
Delete Respond Quick Steps = Move Tags Editing Zoom

Ctra SO Properties mé ra va hién thi phan tiéu dé thu:

-

Properties

==

Settings

importance:

Sensitivity:

Security

A=)

Encrypt message contents and attachments
— Add digital signature to outgoing message

Request S/MIME receipt for this message

[T Do not Autearchive this item

Tracking options

. Ly Reqguest a delivery receipt for this message

Request a read receipt for this message

Delivery options

E
Ly

=4

[T Expires after:

| contacts...

Mone 12:00 AM

[ Categories v] |N|:une |

Internet headers:

Microsoft Mail Internet Headers Version 2.0

Received: from smipanon.uidaho.edu ([129.101.177.61]) by M

EXVS2.its.uidaho.edu with Microsoft SMTPSVC(5.0. 3790.4675); ol
Thu, 14 Jul 2011 16:11:35 0700

Received: from proofagent2.uidaho.edu ([129.101.155.252]) by

smipanon.uidaho. edu with Microsoft SMTPSVC(5.0.3790.4675);
Thu, 14 Jul 2011 16:11:35 0700

2. Phan mém Microsoft Outlook c&c phién ban trwéc 2010:

Kich phai vao tin nhian muén hién thi va chon Message Options

Tai lidu hwdng dan phét hién thu gia mao
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Arranged By: Date Mewest on top
= Today
" Open I e
— Gi I,
a WE @ Print 5:20 p.m.
5 Ca Reply
@ ::‘IE ﬁ H.EFI'I}" tD.Iﬂl.ll 8:39 a.m.
= lo a Frim I:v.rlz 4:02 a.m.
Lg Follow Up 3
= ﬁr =4 Mark as Read 3:45 a.m.
k2
Find All 3
=l ve Lﬁ' Create Rule...
= La Junk E-mail . wWed 10:24 a.m.
=1; = ay Jlune 15
=i L3 ESET Srnart Security Wed 9:71 3.m.
L }( Delete nel5S
**  plowve to Folder...
2] Message Options...

Sau d6 ctra s6 Properties chua tiéu dé thu sé duoc hién thi.

3. Phan mém Thunder Bird :

MG tin nhan chon “View” sau d6 chon “Message Source” hoic Headers -> All:

&' Thank You for Downloading VIPRE - Inbox - TStar Testing - Mozilla T

File Edit BICNE Go Message Tools Help

. Toolbars > L i
il Get! o statusBar Book - ©
Layout > A____ag |
fok Inbox Folders » | || [ Thank You for Downloadi
Sort by >
P & = unbeltsoftware.com>
Threads >
= HA N7 10272 _NENn

5
Message Body As estarcomputer:

llo.ssddmz.net

Normal

>

v Display Attachments Inline

AM
Zoom >
Character Encoding p pet=US-ASCII
Conte
Message Source Ctri+u hlication Server
Message Security Info :13:24.0534 (UTC) FILETIME=[0E
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4. Phan mém Apple Mail :

Mg tin nhan chon “View” trén thanh menu sau d6 chon “Message”, tiép d6 chon
All Header hoac Raw Source

Inbox — Gmail

>
Sort By Pg'vv]
{ v Organize by Conversation i
Expand All Conversations w
g Collapse All Conversations From: InformationWeek Daily
: Subject: Mobile Ads Drain Batteries
Cc Address Field Date: June 27,2013 12:31:01 Al
Bce Address Field 3B To: hongphukt@gmail.com
J Reply-To Address Field 3R Reply-To: InformationWeek Daily
Select B
r@v...
Message > All Headers {+3¢H
r
m Show Related Messages 3 = -
Plain Text Alternative 3P
ﬂ Hide Mailbox List - #¥M Previous Alternative R |
g... @ Show Deleted Messages 3Bl Next Alternative 3|
g... @ Hide Toolbar Best Alternative
« Customize Toolbar... B e e —]

5. Webmail véi hé quan tri email Zimbra:

An chudt phai vao thu dién tir can xem. Lua chon muc Show Original:

Tai liéu hurong dan phét hién thu gia mao
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o
7]

[
4]

51

=Tl

ZdNew v | & GetMail | 3 Dele = A Eusl *  Reply &J Replytoa
& Advanced Search
1| »| P=| t| <] 24| From _
T » (TN WL (T =l New Email [rurm]
d »- Mgo T. M. Su.  # Edit Contact h 25 - Hi all, 2 anh am
Cd » Tran M. Thany | Forward Contact b A nam 2013 - En
(| Diep Tuan. Mi art @rnail - Hi Pho, Hig
7] Bui T Minh. H Mark As Read [mr] | khai hoc tap. quan tri
= » Phung L. Anh ] Mark As Unread [mu] |op bao cac ATTT cuaa
1 - Hoang. Mguy: EAn sUF dung trén may
A F
;_ Issue of report email B Bmphy Il
= | Reply to Al al
w From: gw |Diep Tuan. Minh =d Reply =)
== Forward [l
= To: | Nguyen H. Phu .
= &7 Edit as Mew
Hi Pha,
<7 Tag Message 3
Hién tai Minh khéng dan reporté@vncert .’
; iy g g 3 Delete [Del] e
Phic c6 thé check lai dim o pigye lai hép mail

Diep Tuan Minh
Vietnam Computer Emergenc

&=p Print el

=@ Mark as Spam [ms]

| =] Show Original
== Mew Filter

6. D6i véi Webmail cia Gmail

Sau khi mo email can hién thi ta kich vao miii tén nho bén phai va kich vao
"hién thi thw goc":

Gmail ~

Hop thw den
Thu gén diu sao
Quan trong

Thu da giv

Thw nhap (1)
Spam (15)

» Vang két ndi

[Imap]/Drafts
[Imap]/Trash

h. ]

Tim kiém, trd chuyér
@ nguyen lanhuong

@ softprovietnam ...
@ Bui Xuan Giao

- a (1] u [ ] LY Tac vy khic 1 trong
Mobile Ads Drain Batteries | Microsoft Build: 3 Windows 8 Questions Hop thu dén  x = B
InformationWeek Daily IWKETnewsletters @techweb.com gua info.blackhatcovertchannel.com 00:31 (14 git trwdic) L
tdi toi [+
 Traldi

M Hinh anh khéng dwec hién thi. Hién thi hinh anh dwéi day - Luén hién thi hinh anh tor W = Chuyén tiép

Loc thir gidng thu nay

In

Thém InformationWeek Daily vao Danh sach lién hé
Xoa thu nay

Béo cao spam

-’:CA Tieng Anh~ > Tiéng Viét~  Dich thu

If you have trouble viewing this email, read the o

InformationWeek Daily Béo cao spam

T 5
N&i dung thw hién thj khéng ding?
Dénh diu |a chua doc

InformationWeek Daily

Wednesday, June

MIIST RFAD

7. Déi véi Webmail cia Yahoomail

Thue hién lya chon tin nhan can hién thi. Chon nit "Thao tac" trén thanh cong
cu -> "Xem tiéu dé day da" dé hién thi tiéu dé thu:

Tai lidu hwdng dan phét hién thu gia mao
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A LICH Adobe Creative Clou...

T Xoa - 4 = Chuyén - @ Thuric - $}Thaotdc - * 3
- Adobe Creative Cloud: Please verify your email address In Th... P kB
Tir Adobe Creative Cloud
Bdnh dau Ba doc K
Bén  VLTE_901@YAHOO.COM
Branh dau Chuwa doc Shift+K
Banh dau sao L

Xoa danh dau sao Shift+L
@ Adobe’Creative Cloud™ i I

xem tiéu dé day du

Cai bang ma ngén ng(F...
You're almost there!
Thém Nguwdi gli vao Danh ba Shift+A

Hi phu,

8. Pdi véi Webmail Tay Ninh

Thuc hién mé tin nhan can hién thi, chon nat “Mé réng” (More), chon tiép
“Show MIME Header” hoac “Show MIME Full”

(' & mail tayninh.gov.vn/mail/duythanh.nsf?Open

[BM.Lotus. iNotes

& Thu-Hop thy ... X E, test tu mail ya... X

& fa &

duythanh V] Tao mdi v & Tra loi &) Tra Joi cho tt ca » [2) Chuyéntigp ~ [5) ~ [ & rong ~ 8}

PB1/TAYNINH

pu— 3 Tly chon...

e LS Bi cong tac...

1 Hopth dén (135 Chon muc Mo rong

7] Ban thao Sa0 chép t6i »
(=7 The 84 g Thém ngudi gii vao dia chi ién hé...
| Theo doi Chan thu ti ngudi gii..

) Tat ca tai iéu J Lap lich hop...

2 Thu:v rac‘ 5 Tao moi the tl thiy mau...

@ Tingréc Ta0 moi mau thy

[ The muc Phé G i Ty Xem mau thy

& Chog oy 561 Chon Show MIME Header 12, tx Tay Thongth phén phithc..

{ i Em{ Tao nhanh Ludt loc thu...

g3 no a

DT: Luat loc thw
Tao moi Ludt loc thw
N * Show MIME Header
Show MIME Full
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Phu luc B : Hwéng dan giri thw gia mao dwéi dang tép

1. Pbi véi Outlook 2010

Lwa chon tin nhan muédn gui di. Lua chon tab "Home" trén thanh cong cu. Trong
muc "Respond" chon "More"->"Forwardas Attachment”

File @ Send/Receive  Folder  View
3 ) Ignore x ! é, = (23 Moveto: ? - To Manager 3N X, (NY N W Find a Contact ~
g “ | X ) PRl Meeting = 9 Ny f f “
J_‘ E 4 CleanUp ~ =y i E « Done L ey '*J " | (G} Address Book
New  New Delete | Reply Reply Forward 3] Move Rules OneNote | Unread/ Categorize Follow
Emgil Reme~ | & Junk> PY, S8 prMore ¥| | |3 Reply & Delete 7 Create New = g ” i 9 Upe | 7 Filter E-mail -

New Delete Respondff | =] Eorward as Attachment ) cic Beps 5 Move Tags Find

4 Favorites < %3 Forward as Text Message
| Inbox (1] pearciinBoc i #| For tonight - next emai
y X
! &¥| 0@ From Subject Received Size | Categories v |-

£ Unread Mail

[ Sent Items 5 Wed 10/3/201211:17 AM
4 Date: Two Weeks Ago =
» @sheridancollege.ca - For tonight - next email will list tomorrow night's group Wed 10/3/201... 19 KB
= ‘ ‘ ] FileMaker, ... FileMaker Web Seminar Wed 10/3/201... 15KB
A Tatunn 1

2. Pdi véi Outlook 2007

Lwa chon tin nhan mudn gui. Lya chon "Action™ menu va kich vao "Forward as
Attachment”

; Actions | Help Adobe PDF

{ (B3] HMew Mail Message Ctri-M

I Mew Mail Message Using >
J 'f, Categorize >
‘i Junk E-mail >
| Reply Ctrl-R

‘ i@ Replyto All Ctrl-Shift-R

} tgp Forward Ctri-F

=t Eorward as Attachment Ctri-Alt-F

* L

3. Péi véi Thurnderbird

Lwa chon tin nhan, menu "Message" -> Foward As -> Attachment.

Tai lidu hwdng dan phét hién thu gia mao
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P Inbox for akimov@cern.ch - Thunderbird e e
File Edit View Go Tools Help
£ New Message Ctrl+N o~ . . )
&~y - Reot iR . X 6) = 9. e . 0 Subject or Sender
Get Mail Write  Ad SR i Tag Delete Junk Print Back Forward
Reply to All Ctrl+Shift+R
All Folders &4 Sender #  Date B
Ferward Ctri+L
= &7 akimov@cern.ch = 5 = Christian Isnard = 05/08/2010 09:12 -
5 Inbox Forward A< Tal=s + Emmanuel Ormancey  05/08/2010 09:32
=7 Sent Edit Message As New Cerl+ £ - - 05/08/2010 09:50
T Trash Open Message Ctrl+0 = Andrei Akimow = 05/08/2010 10:07 |
[ 1| Deleted Message: R CERM account page = Michal Budzowski - 05/08/201011:18
[} Sent Messages Mope on CERM account page « Michal Budzowski « 05/08/2010 11:27
# i Local Folders Copy * Eon CERN account page « Emmanuel Ormancey « 05/08/2010 11:30 L
Move Again Ctrl+Shift+M 5 reports « Alexey Tselishchey = 05/08/2010 12:40 T
Tag » 5reports = Jaroslaw Polok = 05/08/201013:45
Mark } Incement « Christian Boissat - 05/08/2010 14:44
- = Anton Akimov = 05/08/2010 15:24
Create Filter From Message... HATY (0031 R-0017) Portable computerr.. = noreply@cemn.ch = 05/08/2010 16:52
"| . IT-0I5 Group Report for C5-06-Aug-2010 = Christian Isnard « 05/08/2010 18:09
. Re: At home todav = Jurai Sucik = 06/08/2010 07:46 i
= Subject: test
From: akimov
Date: 05/08/2010 09:50
To: akimov@cern.ch
test
Unread: 0 Total 25

4. Pdi voi Apple Mail

Click chudt phai vao tin nhan muén gti va lua chon "Forward as Attachment”

Sort by Date «

InformationWeek Daily 1231 AM < ':_“"":: m’_‘l‘“;r“;‘e‘_’-k;ﬁ”_ i B
, S " ubject: Maobile Ads Drain eries | Microso
Mobile Ads D Batteries | M
D ~te: June 27,2013 12:31:01 AM GMT+07:0C
: Open lo: hongphukt@gmail.com
= Reply To: InformationWeek Daily
hongphut  pepnly All
Website is Forward
hitp e
. Forward as Attachment
hongphul Redirect
Website is Mark > o
ormation
Informatii F1ag: A I -
CIA Picks 4 L e
e L1 L
If wou have ? ’{ 1 ‘xl ? IIF F sday, June 26, 2
email, read
T READ
noreply@  Archive Microsoft Build: 3 Windows |
Snortorg £ Move To > By Michael Endler
Please visl Copy To > Microsoft has a chance to regain contro
YOour passv " " " . conference. But can the company exect
Copy to “Tat ca thu” Again
Informati TED
CoolClout  Apply Rules pws 8.1: 10 Surprise Benefits
If vou hawe q ' mroraeaft Rearn Rumars Heat Lo

Tai liéu hurong dan phét hién thu gia mao
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5. P6i véi Gmail va Yahoo

Ta can phai hién thi thu goc ra nhu huéng dan 6 va 7 ¢ Phu lu c A va luu
ching lai thanh mot tap tin dang van ban.

S

i 23 http:/igmail.google.com/gmail?&ik-a24789e9echview-omith-1039b7 d4aa21 Bd99Gzx—p3kt9.. . _' [Z|
File  Edit BYEEM Favorites  Tools  Help :,
Ad Toaolbars [ — n — I
y ) o~ i - A~ & | ; 5
el w Skatus Bar r S ‘?/\( FerEilaos {3 g = @f ﬁ '4&
Explorer Bar 3 3
Address ej P fik=az4759e%ecview=om&th=1039b7d4aaz15d99azx=p3ktob-pSshoi V| G0 Lirks **
Go Ta » 2
Skop Esc ]
H-Gm=ail Refresh FS 12af3fdi3sedesZo8l a3z 538£E£748
Deliwver Tent i N mail.com -
Receive Sk lze ith SMTP id f68csl6l0Zwra:
Encading * lian:00 —o700 (PDTY
Receivem ith SMTP id hS4mrZ037335rnar
Privacy Report. .. q:‘lD:DQ —a7oo0 (PDT)
Return-— Full Screen F11 ify. som>
Receiwve mtp . emsveE..com [205.185.243.104] )

by mx.grwail.com with EZMTP id 58sil05767rnc.2005.05.01.20.40.05;
Sun, 01 May 2005 20:40:09 -0700 (PDT)
Received-3FF: pass (gmail.com: domain of helplresadnotify.com designates 208.155.243
i Receiwved: fromw emsvre.com |(localhost [127.0.0.17)
by emsvr.com (8.12.11/5.12.10) with ESMTP id j42Z23e64P011453
for <readnotifyilgmail.com>; Mon, Z May 2005 03:40:06 GHMT
Received: [(from apacheld locsalhost)
by emsvr.com (8§.12.11/5.12.11/3ubmit) id j423e50h011445
] for readnotifyfogmail.com; Mon, 2 May 2005 03:40:05 GMT
I HMessage—-Id: <Z00505020340. j423e50h011448@emavy .« com:
Date: Mon, 0Z May 2005 03 :40:05 GMT

<_ From: "Readilotify Welcome!"™ <helplreasdnotify.com:>

@ User—Agent: Mozillas5.0 (Windows: T; Windows NT 5.1; en-U3; rv:l.4) Gecko/200306Z4
R S . ]
< | 2]

Displays the source (HTML) For this page.

Sau @6 thyc hién gui email dinh kem tap tin van ban dé cho ching t6i.
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